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1. HEJIM U 3AJJAYHU OCBOEHMUS TUCHUIIJINHBI

e ocBOCHUSI AUCHHUIIJIMHBI:

OcHOBHOW  Tenpl0  OCBOeHHUs  aucuuIUimHbl  «Pa3paboTrka w  IKcmuTyaranus
ABTOMATHU3MPOBAHHBIX CHCTEM B 3alIUIIEHHOM WCIIOJHEHUN» sBiIeTcd (OpMHUpOBaHHE Y
CTYJICHTOB 3HAHWH O 3aIIUIIEHHBIX aBTOMATHU3WPOBAHHBIX CHUCTEMaX, WX pa3padoTke u
sKcrryaranuu. Kpome Toro, 1enpio JMCHUIUIMHBI SIBISIETCS pa3BUTHE B Ipolecce oOydeHus
CUCTEMHOT'O MBIIIICHUS, HEOOXOUMOTO /ISl PEIICHUs 33734 M0 00eCredeHnt0 HeOOXO0AMMOro
ypOBHS HH(GOPMALIMOHHON 0€30MMaCHOCTH aBTOMATU3HUPOBAHHBIX CHCTEM.

3agaumn 0CBOEHUS] TUCHUIINHBI:

- U3y4YEHHE NMPUHINIOB dKCIUTyaTalluy 3aIIUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM;

- OBJIAJICHUE CPEACTBAMH W METOAAMH MPOSKTHPOBAHHS U Pa3padOTKH 3alUIICHHBIX
ABTOMAaTU3UPOBAHHBIX CUCTEM;

- OBJAJECHHME CpPEACTBAMH M METOJAMH BBISBICHHUS W HEUTpalu3alld IONBITOK
HapylIeHHs] 0€30MaCHOCTH B KOMIIBIOTEPHBIX CETSX.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BO

Hucuummuaa «Pa3paboTka W JKCIUTyaTalusi aBTOMATH3UPOBAHHBIX CHCTEM B
3alIUIIEHHOM HUCIOJHEHUM» H3y4aeTcs B 8 ceMecTpe M OTHOCHTCS K 00s3aTeNIbHOM dYacTu
mucruriia - 6moka  b1.O  cmenmansHoctn  10.05.03  "HMHbopmanuonHas 0e30MacHOCTb
ABTOMAaTU3UPOBAHHBIX CUCTEM".

Kypc yueOHON MUCHUIUIMHBI TECHO YBS3aH C APYTUMU YYCOHBIMH JMCHIUILTMHAMH, B
nepByl0 ouepenp ¢ Kypcamu «®Pusnka», «IJIEKTPOHHMKA M CXEMOTeXHHKa», «be3omacHoCTh
OTIEpPAITMOHHBIX cUcTeM», «OCHOBBI MH(POPMAIIMOHHON Oe3omacHOCTH», «MeToasl U CpeacTBa
3alUThl UHOPMAIMU OT YTEUKH IO TEXHUYECKHM KaHaiam», «CUCTeMbl M CeTH Mepenauu
uH(pOpMaLIUNY, «SI3BIKK MPOTPaAMMHUPOBAHUS, TIO3BOJSIONIUMU MOHATH (PU3UIECKYIO CYITHOCTD
pa3paboOTKU U SKCIUTyaTallMK 3alUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CHCTEM.

Jlsiss OCBOCHHUS TUCIUIUIMHBI CTYACHT JOJKCH WMETh CIICAYIOIINE «BXOIHBIC) 3HAHWS,
YMEHHMSI, HABBIKU U KOMIIETCHIINU:

3HaHHE 0Aa30BBIX MOHATUH B 00MaCTH (U3UKH, BEIYUCIUTEILHON TEXHUKH, dJEKTPOHUKH
U CXEMOTEXHUKH;

CIOCOOHOCTH MCIOJIh30BaTh HOPMATUBHBIE MIPABOBHIC TOKYMEHTHI;

CIIOCOOHOCTH aHATM3UPOBATH TPOOIEMBI U TIPOIIECCHI;

CIIOCOOHOCTh HCIIOJIb30BATh OCHOBHBIE 3aKOHBI ©CTECTBEHHO-HAYYHBIX JUCIUIUIHH,
MPUMEHSTh METO/Ibl MATEMAaTHUYECKOTO aHAIN3a U MOAEITUPOBAHUS.

OCHOBHBIC TIOJIOKEHUSI NUCHUIUIMHBI HCIONB3YIOTCS B JAJbHEUIIEM MPU H3yUYECHUH
TakMX JUCHMIVIMH Kak: «besomacHocTs cereii OBMy»;, «ArtTectanusgs  OOBEKTOB
uH(popMaTuzanun»; «MHCTpyMEHTAIbHBIE CPEeICTBA KOHTPOJIS 3AIIUIICHHOCTH HH()OPMAIIII;
«CepTudukanus cpeacTB 3alTUTh HHPOPMALTHI.
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3. HEPEYEHD IIVTAHUPYEMBbIX PE3YJIbTATOB OBYUYEHMUSA
IO JMCIUIIVIMHE (MO YJI10), COTHECEHBIX C IINTAHUPYEMbBIMH
PE3YJbTATAMU OCBOEHHS OBPA3OBATEJBbHOM ITPOT'PAMMBI

[Ipomecc wm3yueHus AUCHUIUIMHBI HAmpaBieH Ha (OPMHPOBAHHUE CIECIYIONINX
KOMIIETEHIINN:
Kon )/ | HanMeHoBaHue | [IepeyeHb MUIAHUpPYEMBIX Ppe3yJbTATOB OOy4YeHHSI 10

peaiu3zyeMoi KOMIIeTeH UM

AUCHUIJIAHE (MOIYJII0), COOTHECEHHBIX ¢ HHINKATOPAMH
JOCTHKEHHsI KOMIeTeHITHit

OIIK-9 - CnocoGen pemats | 3HATH:

3ajaud  Mpo(decCHOHANBbHOM | OCHOBHBIE 3a/1a4l TPO(EeCCHOHABHOM ASSITENFHOCTH C YYETOM

NESATEeNbHOCTH  C  YY€TOM | TEKYLIETO COCTOSIHUS " TEHICHIUI pa3BUTHS

TEKyIIer0  COCTOSIHMSL M | MHPOPMAIMOHHBIX ~ TEXHOJIOTUH, CPEACTB  TEXHUYECKOU

TEH/ICHIUI pa3BUTUSL UHGOP- | 3aLIUTHI HH(OPMAIIMH, CETEH U CUCTEM Iepeadn HH(OpMaIH

MAaIlMOHHEIX TEXHOJIOTHH, | YMeTh:

CpeAcTB TEXHUYECKOH | pemiaTh 3a1auu Npo(ecCHOHANBHOM AEATENBHOCTH C YYETOM

3aluThl MH(OPMALIUY, CeTel | TeKYIIEero COCTOSIHUS u TEHCHIINIA pa3BUTHS

" cuCcTeM nepeaayn | UHQOPMAIIMOHHBIX ~ TEXHOJIOTUH, CPEACTB  TEXHUYECKOH

uHpopmanuu 3alUThl UHOPMALIMK, CETEH U CUCTEM TMepelaun
Baaners:

HaBBIKAMU pEIIeHMs 3a/1ad Mpo(ecCHOHAIBHON NeATeIbHOCTH
C YYETOM TEKYIIErO COCTOSIHUS W TEHICHIMHA pa3BUTHS
MH(GOPMaLIMOHHBIX TEXHOJIOTUI

OIIK-10 - Cmocoben wuc- | 3HaTh:

M0JIb30BaTh CPEACTBA KPHI- | OCHOBHBIE CpeacTBa KpunTorpaduueckoit 3aIUTHI

Torpaduyeckoi 3amMThl | UHQOpMAIMM,  HUCIOJNb3yeMble  TpU  pPEUICHWH  3a7a4y

nHpOpManuu TIPU peuieHUuH | MPoPeCcCUOHATHHON IEATETLHOCTH

3a7a4 npoeCCHOHATIBHON | YMeThb:

NesITeIbHOCTH MPaBUIbHO HCIOJIb30BATh OCHOBHBIE CpeacTna
Kpunrorpaguueckor 3amuThl MHGOpPMAMM TpPU  pEIICHUH
3aja4 npodeccnoHalbHOM 1eATeNbHOCTH
Baaners:

HaBBIKAMU MPABWJIBHOTO HCIOJB30BaHUS OCHOBHBIX CPEICTB
Kpunrorpaguueckon 3amuThl MHGOpPMAIMM TpU  pEIICHUH
3aja4 npodeccuoHabHOM e TeNbHOCTH

OIIK-14 - Crnocoben | 3HaTh:

OCYIIECTBIISATh  pa3pabOTKy, | OCHOBHBIE YTIpo3bl 0€30macHOCTH HWH(OpPMAIMU W MOJETH

BHEAPEHHE W HKCIUIyaTalWIO | HAPYLIUTENS B aBTOMAaTU3MPOBAHHBIX CUCTEMaX

aBTOMAaTU3HPOBAHHBIX Ymern:

CHCTEM C Y4eTOM TpeOOBaHUH | OCYHIECTBIATh pa3pabOTKy, BHEAPEHHE U OSKCIUIyaTalHUIo

Mo 3aummTe MHGPOpPMAIUH, | aBTOMAaTU3UPOBAHHBIX CHCTEM C Y4YeTOM TpeOOBaHUU 1O

MIPOBOJIUTH HOJATOTOBKY | 3aIIUTe HWH(POPMALUHU, NPOBOAUTH IOATOTOBKY HMCXOIHBIX

UCXOIHBIX  JAHHBIX  JUISl | TAaHHBIX JUIS TEXHUKO-3KOHOMHUYECKOTO 00OCHOBAHMS TUITOBBIX

TEXHUKO-3KOHOMHUYECKOTO IPOCKTHBIX PELICHUN

000CHOBaHUS NpoeKTHhIX | Biagers:

pereHui HAaBBIKAMHM  OCYIIECTBICHHMS  pa3pabOTKH, BHEAPEHUS W
9KCITyaTallid  aBTOMATHU3HPOBAaHHBIX CHCTEM C YYETOM

TpeOoBaHuil Mo 3amuTe HHPOpMAUU
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4. OBIIAA TPYJTOEMKOCTDb JUCIIAITJIMHBI

4.1. O0beM TUCHUILIMHBI B 3a49€THBIX eIUHHUIIAX (BCero) S.
4.2. O0beM IMCUMILUIHHBI 10 BUAAM YUeOHOi padoThl (B 4acax):

Bup yueonoii KoanuectBo yacoB (popma 00yueHus ouHasn
padoThl
Bcero no niiany B 1.4. mo cemecTpam
8 cemecTp
KoHrtakTHas
padora 90/90 90/90%
00yJaromuxcs ¢
penoaaBaTeneM
AyRuTOpHbIE 90/90 90/90*
3aHSITHS:
Jlexmun 36/36 36/36*
IIpakTrueckue u
CEMHUHAPCKHE 18/18 18/18*
3aHSITHSI
JlaGopaTopHbie
padors: ) 36/36* 36/36*
(;1aGopaTopHBIA
MIPaKTUKYM)
CamocrosiTenbHas 54 54
pabota
dopma TEKyIIEro -TectupoBanue
KOHTPOJISI 3HAHUN HA JICKIIHSIX;
U KOHTpOJNs ca- - BOIIPOCHI MpHU
MOCTOSITEIbHON 3amure jgabopa-
paboTHI: TOPHBIX paboOT
TECTUPOBaHUE,
KOHTp. pa0oTa,
KOJUTOKBUYM,
pedepar u ap. (He
MeHee 2 BUJIOB)
Kypcosast pabota +
Bunnr
MIPOMEKYTOUHOMN JIK3aMEH 3K3aMEH
aTTecTalluu 36
(9K3aMmeH, 3a4eT)
Bcero gacos o 180 c 180 ¢
JUCITUILIINHE! HK3aMEHOM HK3aMEHOM

* B cinyyae HEOOXOIUMOCTH HCIOJIB30BaHUSA B YUEOHOM IPOLIECCE YACTUYHO/MCKIIIOYUTEIHHO
JMCTAaHIMOHHBIX 00pa30BaTENBHBIX TEXHOJNOTMH B TalnWIle uepe3 Clell yKa3bIBaeTCs
KosimdecTBO yacoB padotsl [ITIC ¢ oOydaronmucs Uit MPOBEACHUS 3aHATHH B TUCTAHIIMOHHOM
dbopmare ¢ MPUMEHEHHUEM SJIEKTPOHHOTO OOYYCHHS.
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4.3. Conepkanne TUCHHUILINHBI (MoayJif.) Pacnpenenenne 4acoB mo reMamM M BUIaM
yueOHo# padoThI:

®dopma 00yueHus ouHas
Bcer .
o Buapl yueOHBIX 3aHATHN
HazBanue pa3neios u TeM
p AyauTopHbIe Ca-
MOC-
SafATHA 3aHATHs B o8 ®opmMma
- e MHTEpaK- | | TEKyIIEro
Jlek-| PAKT. 100D 1ypyoii nag | KOHTPOIS
S BAHATHS, TOPHBIE | 50 SHAHMI
ceMuHap| pabOThI pabo
-Ta
Pasnea 1. [loHsiTHS M CYNIHOCTD 3AIMIEHHBIX ABTOMATH3HPOBAHHBIX CHCTEM
1. OcHoBHBIe moHaTHI u | 10 4 2 4 | Tecter T1,

KJIacCU(UKALUS 3alIUIICH-HBIX
aBTOMATU3UPOBAHHBIX CUCTEM

2. OcsvOBBl  3amuTel uH- | 10 4 2 4 | Tector T2,
dopMaruu B 3alIUIIEHHBIX
ABTOMAaTHU3UPOBAHHBIX CUCTEMaX

3. VYrpossl  0GeszomacHoctu | 16 4 2 4 6 | Tector T3,
uHpopManuu B 3aNIUIICHHBIX nab. paob. 1
ABTOMATU3UPOBAHHBIX CUCTEMAaX

4. IlporpammHo-TexHuyec-kuit | 20 4 2 8 8 6 | Tector T4,
YPOBEHB 3aIIUTHI nab. pao.
ABTOMATHU3UPOBAHHBIX CHCTEM 2-3

Pazgen 2. O0mue NpUHUMIIBI POEKTUPOBAHMS M Pa3pad0TKM 3aIMIIEHHBIX
aBTOMATU3HPOBAHHBIX CHCTEM

5. OCHOBEI opranuzamuu | 10 4 2 4 | Tector T3,

paspaboTku 3anuiieHHbx AC

6. OOmme mnpuHOUNBl T1po- | 10 4 2 4 | Tectol T6,

E€KTUPOBaHUs 3alUIIeHHBIX AC

7. OcHoBbl  3Kcmmyatanuu | 20 4 2 8 8 6 | Tector T7,

samueHasx AC nab. pab. 4

8. Kpunrorpadpuueckue mpo-| 16 4 2 4 6 | Tector T9,

TOKOJIBI obecrieueHus nab. pab. 5

0e30MacHOCTH

9. OcHOBBl agMuHHUCTpUpOBa- | 32 4 2 12 2 14 | Tecter T9,

Hus AC nab. pao.
6-7

Utoro: 144 | 36 18 36 18 54
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5. COAEP) KAHUE JUCHUIIJIMHBI (MOAYJIA)

Pazneun 1. [loHATHA ¥ CYHITHOCTD 3alIUINEHHBIX ABTOMATH3UPOBAHHBIX CHCTEM

Tema 1. OcHoBHBIE MOHATHS " Kjaaccupukanus 3alMIIEeHHbIX
aBTOMATHU3HPOBAHHBIX CHCTEM

Knaccudukanus aBromatusupoBanHbix cucteM (AC). MH)opManmoHHble TEXHOJIOTHH,
ucrnonb3dyembie B AC. XKusnennsrii mukin AC. OCHOBHBIE YIPO3bl 0€30MaCHOCTH WH(POpMaIUK B
aBTOMATU3UPOBAaHHBIX cucTeMax. OTka3oycToiunBocTh AC.

Tema 2. OcHoBbI 3aUTHI UHGPOPMANUM B 3aIMINEHHBIX ABTOMATH3HPOBAHHBIX
cucTemMax

[TonsTus nHGOpMaIUK 1 HHPOPMAIIMOHHBIX pecypcoB. [IpeamMer 3amuTel HHPOPMAIIIH.
O6wexT 3amuTsl nHpopmanuu. [lonstue nadopmanronHoi 6e3onacHocTu. [ToHATHE TOTUTUKH
nHpopmanmonHoit OezonmacHocTH. [loHaTtne cucrembl 3ammTel wHGoOpMaruu. OCHOBHBIC
MOJIOKEHHUs Oe30MacHOCTH aBTOMATU3MPOBAaHHBIX CUCTEM. TpexsTamHas pa3paboTka Mep IO
obecreueHnI0 0e30MacCHOCTH aBTOMATHU3MPOBAaHHBIX cucTeM. CrTamus BBIpAaOOTKH TpeOOBaHMIA.
Cranus omnpenenenus cnoco0oB 3amuthl. CTanus onpeaeneHus GyHKUUN, TPOLENyp U CPEACTB
0€30MacHOCTH, pealn3yeMbIX B BHJI€ HEKOTOPHIX MEXaHHW3MOB 3alIUThl. OCHOBHBIC MPUHIUIIBI
oOecrieyenus WHGPOpPMAIMOHHON Oe3omacHOCTH B aBTOMaTH3MpoBaHHOH cucteme (AC).
[IpuHIMIIBI, MO3BOJISIONIME peain30BaTh MnojoxkeHus no 3amute AC. [IpuHIMI CUCTEMHOCTH.
[TpuHnIMn KoMIuIeKCHOCTH. [IpUHIAII HENPEPBIBHOM 3aAILUTHI.

Tema 3. Yrpo3sl 0€30MacHOCTH uHopmanumn B 3alIMIIEeHHbIX
aBTOMATHU3HPOBAHHBIX CHCTEMAX

[Tonsitue yrpo3sl Oe3zomacHocTu. [lonsitme araku. I[loHATHE 3ITOYMBITUICHHHKA.
Ucrounuku yrpo3. OKHO OmMacHOCTH. ba3oBeie mNpu3HAKK Yrpo3 HH(POPMAIMOHHOM
6e3onacHoctu. Knaccudukamus yrpos. [JoctymHocts wHbOpManuu. Yrpo3a JIOCTYHHOCTH.
LenoctHocts uHpopManuu. Yrpo3a HapymeHHs LEJIOCTHOCTH. KoHpUIEHIMaIbHOCTD
nHpopmaruu. YTpo3a HapylieHuss KOHPUACHIIMAIBHOCTA. YTPpo3a pacKpeiTus mapameTpoB AC.
Metonst  obecrieueHuss uHGOpManuOHHOW  Oe3omacHOCTH. CTpyKTypu3alus  METO/OB
obecrieuenust THHOPMAITMOHHON 0€30MaCHOCTU. Y POBHU JIOCTYIIA K 3alUIaeMON WH(POPMAIIUH.
OCHOBHBIC HamNpaBJIEHUS U METOAbl peaqu3alil yrpo3 HHPOPMALMOHHON Oe30MacHOCTH.
Knaccudukanus 310yMbIIIIEHHUKOB.

Tema 4. IlporpaMMHO-TeXHHYEeCKHHl YPOBEHb 3alIUTHI ABTOMATH3MPOBAHHBIX
cucTem

[Moxxoxap! k obecrieyennto 3amuThl HHPopmanuu. Cepuckl 6e3omacHocTH. OCHOBHBIE U
BCIIOMOTaTeNbHbIE CEepBUCHl Oe3omacHocTU. Buasl cepBucoB 0OezomacHocTu. [loHsATus
uacHTU(DHUKAINY, ayTeHTU(UKAIMA W aBTOPH3AIMK MOJIb30BaTenei. Buasl ayTeHTHU(UKALINN.
[IpoGnema HagexxHON ayTeHTHU(UKAIMU U MyTH ee pemieHus. CpeiacTBa U METOAbl XpaHEHUs

ATAJOHHBIX  KOMHMHA  ayTeHTHU(HUKAIMOHHON  uHpopmauuu.  Ilporokonsl  mepenauu
ayTeHTHU(UKALIMOHHOM  MHpOpMaLMu [0  KaHajaM  aBTOMAaTU3UPOBAaHHBIX  CETEH.
Kpunrorpaguueckoe  obecrieueHne  ayTeHTHU(HUKAIMU  I10JIb30BaTeNeH. [TaponbHas

ayreHTH(UKanua. Buapl mnaponbHOM ayTreHTHQuKanuu. IlpemmymiectBa M HEOOCTaTKH
napospHOW  ayTeHTU(UKanuu. [loBbIIICHHE HAIEKHOCTH MAPOJILHOW — ayTeHTU(UKAIUH.
CpencTtBa W METOABI 3alIMTHl OT KOMIPOMETAIlMd M Toa0opa maposei. buomerpudeckas
ayreHTHu(ukanusa. OOmas cxema Ouomerpuueckod ayTeHTUuUKanuu. IlpemmymiectBa u
HEIOCTaTKU OMOMETpUYecKoi ayTeHTu(uKanuu. JJOCTOMHCTBA U HEAOCTATKH Pa3IMYHBIX CXEM
Oouomerpuueckoil ayreHTH(ukauuu. TpeOoBaHUS K 3alIUTE KOMIBIOTEPHOH HH(OpMAIUH.
OO0mue TMOoNOKEeHUs. XapaKTEPUCTUKH TOAXOJ0B K 3alUTEe KOMIBIOTEPHOH HH(POPMAIIHUH.
Knaccudukanus tpeboBanuit k cuctemam 3amuTsl. @opMann3oBaHHbIe TpeOOBaHUS K HAOOpY U
napameTrpaM MexaHu3MoB 3amuTsl. HeoOxoaumMele TpeboBaHus. JlONOIHUTENbHBIE TPEOOBAHUS.
dopmann3oBaHHbIe TPEOOBaHMS K 3aIIUTE WHPOPMALUU OT HECAHKIIMOHHMPOBAHHOTO JOCTYIIA.
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HopmaruBubie gokymentsl @DOCTOK, perinaMmeHTHpylOmIMe 3aluTy HHQOpPMAuu  OT
HECaHKIMOHUPOBAHHOTO nocTymna. dopMann3oBaHHbIe TPeOOBAaHUS K 3allUTE KOMIBIOTEPHOMN
uHpopmanuu AC. OCHOBHBIE TIOJACUCTEMBI U TPyMIbl MeXaHu3MOB 3amuThl AC. TpeboBanus k
3amuTe KoHpuaAeHIHaIbHOW HWH(opManuu. TpeOoBaHUsS K 3alIUTe CEKPETHOW HH(POPMAIIHH.
Paznuuus TpeGoBaHUI M OCHOBOITOJIATAIOLINX MEXaHU3MOB 3aIUTHI OT HECAHKIIHOHUPOBAHHOTO
JOCTyTa.

Pazgen 2. OO0mme nNpUHOMNBI NPOCKTHPOBAHHUS M Pa3padoTKH 3alMINEHHBIX
aBTOMATHU3HPOBAHHBIX CHCTEM

Tema 5. OcHOBBI Opranuszanum pa3padorku 3amumeHHbix AC

[TocnenoBarenbHOCT, W conepikaHue 3TarmoB paspabotku AC. Metoasl W cpeacTBa
pa3paboTKu aBTOMATH3MPOBAHHBIX CHCTEM M TOJCHCTEM OE€30MaCHOCTH aBTOMATHU3MPOBAHHBIX
cucteM. MeTtonbl U cpelicTBa obecredeHus] 0TKa30yCTOMYMBOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM.
Kputepun onenku 3anmmeHHoctT AC. Metoabl obecnieueHus: HHPOPMAITMOHHON O€301TaCHOCTH
AC. Opranuzanus KOJUIGKTUBHON pa3paboTku mporpaMMHoro ooecnieueHust AC.

Tema 6. O0mue NPUHIUINBI IPOSKTHPOBAHUSA 3alMIIeHHbIX AC

[IpoexktupoBanue 3amumieHHbIx AC. Meroasl npoektupoBanus. CoaepkaHUE 3TaroB
npoekTupoBaHus. OCHOBBI BEJIEHUS KOHCTPYKTOPCKOM JokyMeHTanuu. CTpykTypa u
coiepkaHue TexHu4yeckoro 3amaHus. Iloctpoenue komrmuiekcHoW 3amuThl AC. OCHOBBI
IPOCKTHUPOBAHUS KOMIUIEKCHOM 3amuThl nHpopMmannonHoi 6e3omacHoctu ot HCJI. Cpenctsa
obecrieuenuss HagexHocTH 3ammineHHbIXx AC. Opranusamnusi xpaHeHus uHopMmanud B
samuieHasx AC.

Tema 7. OcHOBBI IKCIIYyaTAIUN 3alMIEeHHbIX AC

Atrecraniuss AC no tpeboBanusMm Oe3omacHocTH. Coiep:kaHne OCHOBHBIX JOKYMEHTOB,
OTIpeAeIAIONINX LI, 3a/1a4H, MOPSIOK MpoBeaeHus arTecTaiui. OcCOOEHHOCTH JKCILTyaTaluu
AC Ha oObekTe 3amuThl. TpeGoBaHUS M PEKOMEHJALMH 110 3alUTe TOCYJapCTBEHHOHN TaltHBI U
MEepPCOHANBHBIX JaHHbIX Tpu padore AC. Ilopsimok obecrnedenus 3amuThl WHOOpPMAIUK TPU
skcrutyataiun AC. Opranuzanusi TexHUu4Yeckoro oocmyskuBanus 3anuieHHbix AC. Cpenctsa
JIMarHoctupoBanus 3ammineHHbix AC. AnmaparHo-nmporpaMMHbie cpeactBa nuarHoctuku AC.
AnmnapaTHO-IpOTpaMMHBIE CpPEACTBAa KOHTPOJS (PYHKUMOHHUPOBAHHS OTAEIBbHBIX 3IIEMEHTOB,
y3J10B, OJIOKOB.

Tema Ne 8. Kpunrorpadpunueckne nporokosnsl odecnedeHus 0e30MacHOCTH

[IpoTokomnbl ayreHTH(GUKAaIMK Ha TpUKIaaHOM ypoBHE. [IpoTtokon Kerberos. [TpoToxosib
ayTeHTH(UKaUU Ha TpaHcnopTHOM ypoBHe. [Iporokon SSL/TLS. JlocTonHCTBa U HEAOCTATKU
ayTeHTU(UKAITUN Ha Pa3IMYHbBIX YpoBHIX Moaenu [ISO/OSI.

Tema Ne 9. OcHoBbI agMuHUCTpUpOBaHus AC

3anaun anMuHuctpupoBanus nojacucreM AC. Bzaumopeiicteue noacucrem AC. Cpencrsa

anmuauctpupoBanust AC. Hacrtpoiika cereBoil moacuctemsl 3amuineHHo AC. [IpuHuumb
¢yHKIMOHUpOBaHUS HMH(OPMAIMOHHBIX cepBHcoB AC. VYcTaHOBKa M HAacTpoiika palboTh
nHpopMmarmoHHBIX cepBrcoB AC. Y aaneHHOe aIMIUHICTPUPOBaHNE KOMITOHEHTOB AC.

6. TEMBI IPAKTUYECKHUX U CEMUHAPCKUX 3AHATUI
6.1 IIpakTryeckue 3aHATHS HE TPEAYCMOTPEHBI yUeOHBIM IIAHOM JUCLUIUIMHBI.

6.2 TeMbI ceMMHAPCKHUX 3aHATHIL:

Pazneun 1. [loHATHA ¥ CYHTHOCTDH 3alIUINEHHBIX ABTOMATH3UPOBAHHBIX CHCTEM

Tema 1. OcHOBHBIC TOHATUSA U KiIacCU(DHUKAIMS 3aIIUIICHHBIX aBTOMAaTHU3WPOBAHHBIX
cucrteM (cemuHap)

1. Knaccuduxanus aBroMaTn3upoBaHHbIX cucteM (AC).

2. HudopmanmnoHHbIE TEXHOIOTHH, UCTIONb3yeMbie B AC.
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3. XKuznennsnii nuxn AC.

4. OcHOBHBIE YIpo3bl 0e30MmacHOCTH HHGOPMAIIUU B aBTOMAaTU3UPOBAHHBIX CHCTEMAX.

Tema 2. OcHOBBI 3aIIUTHI HH(POPMAIIMH B 3AIIUIIICHHBIX aBTOMATH3UPOBAHHBIX CUCTEMAaX
(cemuHap)

1. INoustue uHpopmanoHHON Oe3omacHocTH. [loHATHE TMONMUTHKU HMHGOPMAITMOHHON
0€30MacHOCTH.

2. Ilonatue cucrembl 3amuThl WHGopManuu. OCHOBHBIE MOJIOKEHHUS O0€30IacHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM.

3. TpexatamHas pa3paboTka Mep Mo 00eCreYeHHI0 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX
CHUCTEM.

4. OcHOBHBIE  NpUHIMIBI  oOecrieyeHHst  MHGPOPMALMOHHOM  0e30MacHOCTH B
aBToMaTu3upoBanHo cucreme (AC).

Tema 3. Yrpo3sl 6e3omacHOCTH MH(YOPMALUU B 3aLIUIIECHHBIX AaBTOMATH3UPOBAHHBIX
cucreMax (ceMuHap)

1. IonsTue yrpo3st 6e3onacuHoctu. [Tonstue araku. [ToHITHE 3I0yMBIIITICHHUKA.

2. Uctounuku yrpo3. OkHO omacHocTH. ba3oBbie mpu3HaKu yrpo3 HHGOPMAIMOHHON
0€30IacCHOCTH.

3. Knaccudukarus yrpos.

4. OcHOBHBIE METO/IbI OOecIeueHusT HH(POPMAITMOHHON 6E€30MTaCHOCTH.

Tema 4. IIporpaMMHO-TEXHUYECKHI YPOBEHb 3AIIUThl aBTOMATHU3UPOBAHHBIX CUCTEM
(cemuHap)

1. Tlogxome! k obecrieueHnto 3anuThl nHPpopManuu. CepBUCH OE€30MACHOCTH.

2. MonsTus uneHTUGUKANNN, ayTEHTH(PUKAIMUA W aBTOPU3AIMH TOJIb30BaTeNei. Bubl
ayTeHTU(UKAITIH.

3. IIporokonbl  mepenayn  ayTeHTHPUKAMOHHON  HHPOpMAIIMM [0  KaHallaM
ABTOMATHU3UPOBAHHBIX CETEH.

4. TpeboBaHUS K 3aIUTe KOMIbIOTepHON HHPOpMaruu. OOIIUe MOJI0KEHUSL.

5. Paznuuust  TpeGoBaHWMK W OCHOBOIIOJATAMOIIMX  MEXaHW3MOB  3aIIUTBI  OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

Pazgen 2. OO0mue NPUHOUNBI NPOEKTUPOBAHMS M Pa3padoTKH 3alIMIIEHHBIX
ABTOMATHU3HPOBAHHBIX CHCTEM

Tema 5. OcHOBBI Opranu3anuu pa3padoTku 3amuiieHHbIX AC (cemuHap)

1. INocnenoBaTenbHOCTD U COAEpIKaHUE TAoB pa3padboTku AC.

2. Mertonbl U cpeacTBa pa3pabOTKU aBTOMATH3UPOBAHHBIX CHCTEM U IOJICHCTEM
0€3011aCHOCTH aBTOMAaTHU3UPOBAHHBIX CHCTEM.

3. Meroasr u cpenctBa oOecreueHHs OTKa30yCTOMYMBOCTH aBTOMATH3MPOBAHHBIX
CHUCTEM.

4. Kpurtepuu orieHkH 3amuiieHHoctu AC.

Tema 6. O01muye NPUHIMIIBI TPOSKTUPOBaHM 3auuIeHHbIX AC (ceMuHap)

1. TIpoektupoBanue 3amuieHHbIX AC. MeTobl IPOSKTUPOBAHMUSL.

2. CopepxxaHue »dTamoB MpoeKTHUpoBaHMs. (OCHOBBI BEACHHMS KOHCTPYKTOPCKOM

JOKYMEHTaI1H.
3. Crpykrypa u cofep:KaHhe TEXHUYECKOTO 3a/IaHMUsl.
4. Tloctpoenne komruiekcHOW 3amuThl AC. OCHOBBI NMPOEKTHPOBAHUSA KOMILJIEKCHOMN
3anThl HH(popMaMoHHO# 6e3omacHoctu ot HC/I.

Tema 7. OcHoBBI 3KcIUTyaTanuu 3anuimeHabsx AC (cemuHap)

1. Atrecranmus AC no TpeGoBaHUSM 0€30MaCHOCTH.

2. CopmepkaHie OCHOBHBIX JIOKYMEHTOB, OIPENCNAIONMX IENU, 3334, MOPSI0K
MIPOBEJICHUS aTTEeCTaIUH.
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3. Ocobennoctu skcrryaraiuu AC Ha OOBEKTE 3aIIUTHI.

4. TpeboBaHus U PEKOMEHIAIMHU TI0 3aIIUTE TOCYIapPCTBEHHON TalWHBI M MEPCOHATBHBIX
JaHHbIX Tpu padote AC.

Tema Ne 8. Kpunrorpadguueckne mpoTokossl ooecriedeHust 6€30macHOCTH (CEMUHap)

1. IIpoTokoIbl ayTeHTH(PHUKAIIUN HA IPUKIATHOM YPOBHE.

2. Ilporokon Kerberos.

3. IlpoTokoiibl ayTeHTU(PHUKAIMK HA TPAHCIIOPTHOM YPOBHE.

4. Tlporoxon SSL/TLS.

Tema Ne 9. OcHoBbl anmuaHcTpupoBanus AC (ceMuHap)

1. 3amaun anmunuctpupoBanus noacucrem AC. Bzaumopericteue noacucrem AC.

2. CpenctBa anMuHuctpupoBanus AC.

3. Hactpoiika ceTeBoi noacuctemsl 3amuieHHon AC.

4. IMpuauunsl  QyHKUMOHUPOBaHUS HHPOpMannMoHHbIX cepBucoB AC. VYcraHoBka u
HaCcTpoiKa paboTel HHGOPMAIMOHHBIX cepBrCcOB AC.

5. YnanenHoe agMUHUCTpUPOBaHHE KOMIOHEHTOB AC.

7. JABOPATOPHBIE PABOTHI (JABOPATOPHBIN ITPAKTHKYM)

Paznein 1. [IoHATHA ¥ CYHTHOCTD 3alIIUINEHHBIX ABTOMATH3UPOBAHHBIX CHCTEM

Tema 3. OcHOBHbBIE  TOHATHA U KjJaccupukanMsa  3allHIIEHHbIX
aBTOMATHU3HPOBAHHBIX CHCTEM

JlabopaTopHas padora Ne 1 (4 yaca). «<AHaau3 cereBoro Tpapuka (Wireshark)».

Lenb pabGotbl: O3HaKOMIIEHHE C BO3MOXKHOCTSMHU MPOTpamMM MepexBaTa U MPOCMOTpa
Tpaduka B ceTu.

Xox padoThI:

1. YcranoButs I10 Whireshark. /TuctpubyTnB MokHO cKadaTh ¢ OOILIETO JUCKA!

\\nas\Distr

2. 3amyctuth Whireshark n HauaTh 3axBaT MakeTOB Ha Balllei ceTeBON KapTe.

3. OTKpBITh Opay3ep U MEePErTH 1o aapecy

http://www.lab24b.ulsu.local/

4. OtdunbTpoBaTh NMepexBayeHHbIE MaKEThl B COOTBETCTBUH C MPOTOKOJIOM M H3YYHTh
BCE 3ar0JIOBKH NMPOTOKOJIOB.

5. [TormpoOoBaTh MPONTH aBTOPU3AIMIO HA CaliTe YKa3aB MPOU3BOJIbHBIN JJOTHH U TIAPOJIb.

6. Haiitu B I10 Whireshart makeTsl aBTOpu3aluy 1 MpoAEMOHCTPUPOBATH OTIPABICHHYIO
Ha cepBep MH(OPMAIIHIO, a TAKXKE OTBET CEpBepa.

7. 3aiiTH Ha BaIlly >JIEKTPOHHYIO MOYTY Ha JII0OOOM M3 BHEIIHUX cepBHUCOB (yandex, gmail,
mail u 1.p.). [IponemoHCTpHUpOBaTh NepexBaT nakeToB. OOBSICHUTH Pa3HUILY.

Tema 4. IIporpaMMHO-TeXHHM4YECKMH YPOBEeHb 3alIUThl ABTOMATH3MPOBAHHBIX
cHucTeM

JlaGoparopnass padora Ne 2 (4 yaca). «Ilosryyenue nHpopmMauuu 0 ycTpoiicTBe B
CeTH ».

Henb pabotbl: O3HaKOMIIEHHE C BO3MOXHOCTSMHU YTHJIMTBI C OTKPBITBIM HCXOJHBIM
KOJIOM JJIsI UCCIICTOBAHMS CETH U TIPOBEPKHU OE30MIaCHOCTH.

3aganue:

- IOJTyYUTh Bce paboTaromue ycTpoiicta B cetu 192.168.24.0\24;

- ONIPEACIIUTH OTKPHITHIC TOPTHI Ha cepBepe dc u mssql;

- Haiitu DNS cepsep;

- coctaBbTe crrcok Bcex MAC ampecoB 1abopaTtopu.
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JlabopaTopnasi padora Ne 3 (4 uaca). «lloayyenne mHpopManMH O JOMEHe
(WHOIS)».

Lenp pabotel: O3HaAKOMIIEHHE C BO3MOXXKHOCTSMU CETE€BOTO MPOTOKOJIA MPUKJ/IAJLHOTO
YPOBH{, 6Gasupymouieroca Ha mnportokose TCP. OcHOBHOe mpuMMeHeHHe — IIOJIyYeHHe
pPEerucTpanMoOHHbIX JAAHHBIX O BJaJesbliaX JOMeHHbIX UMEH, IP-afipecoB U aBTOHOMHBIX
CUCTEM.

3aganue:

- OnpenenuTb aBTOHOMHY1O ceTb AJs [P agpeca: 3165290846.

- Y3HaTb BJajesblia canTa www.iptk.ru.

- Y3HaTh HOMep aBTOHOMHOM CeTH.

Pazgen 2. OO0mue NPUHOUNBI NPOEKTUPOBAHMS M Pa3padoTKM 3aIIMIIEHHBIX
aBTOMATU3HPOBAHHBIX CHCTEM

Tema 7. OcHOBBI IKCILTyaTANMH 3alMIIeHHBIX AC

JlaGoparopHasi padora Ne 4 (8 yacoB). «OCHOBBI MaPIIPYTH3ALMID).

Lenb paboter: Tlo3HaKOMHUTCS ¢ MapIIpyTH3aIMel MAaKeTOB.

3aganue:

Hactpouts mapmpytusanuio Ha OC Linux qs obecneuenus nocryna B Marepuer ¢ BM
Windows. (HactpouTts Linux nist paboThl B Ka4eCTBE poyTepa)

Xopx paboTsr:

Hactpolika BHyTpeHHEN C€TH BUPTYAJIbHBIX MAIIMH

1. Kondurypupyem HOBbIE cETEBbIE afanTepbl 000MX BUPTYAIbHBIX MAIIUH Ui paboTHI
B oaHoi [P ceru. (3anpernieHo ucrnonas3oBarh cienyromniue cetu: 192.168.24.0/24, 10.2.0.0/16)

2. IlpoBepsieM JOCTYNMHOCTh KaXKAOI0 M3 KOMIBIOTEPOB 1O mporokosny ICMP (nuuryem
JApyT 1pyra).

3. BxiroyaeM mapupyrtuzanuio [P

4. PaCKOMMEHTUPYEM CTPOUKHU

5. IlepesarpysxaeM MallvHy

6. [IpoBepsieM BKIIIOUEHA JIM MapIIPYTU3ALNS TAKETOB

7. Mobasnsiem nmpaBuiio ans firewall, paspematomiee padoty NAT

8. Buumanwue enp0s3 - Ha3BaHUE Balero cereBoro nurepdeiica. (Ykaxure npaBuiIbHOE
Ha3BaHUE)

9. Ha OC Windows ycranoBute B KadecTBe 1uito3a IP agpec Bamero Linux cepsepa.

10. IIpoBepbTe HOCTYHMHOCTH ajpeca BHyTpeHHel cetu gaboparopuu 192.168.24.200

11. TIpoBepbTe HOCTYNMHOCTH y3ia cetu MHTepHET www.yandex.ru

12. M3menuTe mapamMeTphl CETH U 3arpy3uTe B Opay3epe cTpaHuily www.yandex.ru

Tema Ne 8. Kpunrorpaguueckue npoTrokojbl odecriedeHus1 0€30MacHOCTH

JlabopaTtopnas paGora Ne 5 (4 w4aca). «3HAKOMCTBO C AaNnnmapaTHbLIMHU
MapLIPYTU3ATOPAMM.

lenp pabGoter: Ilo3HakomMuThcsi C paboToii cereBoro wuHTepdeiica Ha mpuMepe
MCIIOJIb30BaHUs alllapaTHBIX MapUIpyTH3aTOPOB.

B naboparopun yCTaHOBICHO HECKOJIBKO alMapaTHBIX MapIIpyTU3aTOPOB KOMIIAaHUH
Microtik.

Hoaxmouenue k Microtik

IP anpeca MapmipyTu3aTOpoB CMOTPHU Ha CXeMe JIabopaTOpHH.
routerO1.1ab24b.ulsu.local
router02.1ab24b.ulsu.local
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router(03.1ab24b.ulsu.local
router04.1ab24b.ulsu.local

Xoa paGoTsl

B nanHOM mpumepe B KauecTBe BUPTyaIbHOM MamnHbI ucnoyib3dyercst Ubuntu 20 Linux
Server
Yepes [10 Winbox moaKIIOUYUMCS K MapUIpyTU3ATOPY
OTKpOEM CIUCOK JOCTYIHBIX HHTEP(DECcOB MapIIpyTH3aTOpa
N3yuum cBoiicTBa nntepdeiicos. [Tlapamerpsl paboTsl mpoToKoiaoB L2
O6parum BHUMaHKE Ha uHTepdeiic Tuna bridge (ceTeBoii MOCT)
HacTpoiiku ceTeBbIX MOCTOB TPOU3BOAATCS B pa3zene Bridge.
Hacrpoiika VLAN na Mikrotik
Hacrpoiika VLAN Ha BupTyanpHbIX MamuHax VirtualBox

AR S

Tema Ne 9. OcHoBbI agMuHUCTpUpOBaHus AC

JlabopaTopHas padora Ne 6 (6 yacoB). «U3yuenne Texnosoruu NAT».
Lens padoter: M3yuenne rexnonorun NAT3amganne Nel.

Xox paboTsr:

1. Br16pats msist paboThl ouH U3 poytepoB Microtik

2. COpocuth Bce HaCTPOMKH BEIOpaHHOTO poyTepa. CMOTpH cTaThio: PesepBHOE
KONMPOBAHUE U BOCCTAHOBJIEHHE HacTpoek Microtik

3. Hactpouts BupTyansayto Mamuay ¢ OS Linux B COOTBETCTBHHU C CXEMOM
paboTHI.

4. [Iponunarosars poyrep ¢ VM Linux u o6patHo

5. Jlo6aBuTth npaBmiio NAT Tak, 4ToObI Bce KOMIBbIOTEPHI ceTh 192.168.1YY.0\24

Mo paboTaTh ¢ cepBucamu B cetu 192.168.24.0\24, nanpumMep, 3aX0JUTh Ha CalT
www.lab24b.ulsu.local

6. [Moaxmounte VM Windows k cetu 192.168.24.0
7. [TpormmaroBath VM Windows ¢ VM Linux
8. 3amyctuTh aHanu3atop naketoB Wireshark vra VM Windows u
MPOJIEMOHCTPUPOBATh padoty NAT.
9. ITocne ycnenHoi 1eMOHCTpalUy yCTaHOBUTh HACTPOUKHU pOyTepa Io-
YMOTYaHHUIO.
3aganue Ne2

1. Ha OC Linux ycranoButs Web cepBep Apache

2. Otkpoiite B 6paysepe Baul [P anpec. Bel JOKHBI yBHIETh IPUBETCTBEHHYIO CTPAHUILY
Apache2

3. Ilepeiinute B VM Windows u monpo0Oyiite oTkpsITh Bam [P aapec.

4. Hacrtpoiite npasmito Tpancasmuu aapecoB NAT Tak, 4ToObI Balll CalT ObUT TOCTYIICH U3
ceru 192.168.24.0\24.

JlabopaTopHasi pabora Ne 7 (6 yacoB). «OcHoBbI padoThl IP cereii».

emu paGoThI:

— Onpenenuts MAC u IP anpeca xommnbiorepa B cetu Ethernet.

— HW3ydenue koman ipconfig u ping.

— Ilonmyyenue HHGOPMALIUU O HACTPOHKAX

3aganue Nel:

1. IMomyuynte MHPOPMALIUIO O TEKYIIEH KOHPUTYPALIH CETH.

2. TlokaxuTe ucnoap3yemslii ceTeBbIM anantepoM MAC aapec ycTpoicTBa.

3. Usmenutre MAC agpec B HaCTpOMKax BUPTYyaJIbHOM MAIIMHBI U IOCMOTPUTE KaK
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WU3MEHHUTCSI KOHQUTYpAIUS CETH.
3aganue No2
1.OTKII0YUTE aBTOMATUYECKOE MOJTyYEHHE aJIPECOB.
2.Ycranosute [P agpec u3 cetn 192.168.38.0 mask 255.255.255.0
3. 1511 BTOpO# BUPTyaJIbHOM MAIlIMHBl YCTAHOBUTE a/IpEC U3 TAKOU XKE CETH.
4.Ycranosute nonosHutenbHbie [P anpeca Ha o6oux OC u3 cetn 192.168.48.0 mask
255.255.255.0
3aganue Ne3
[IponuHTOBaTH ip aipeca BallIuX BUPTYATbHBIX MAIIUH
Kaxxgast MammHa 10JKHA YCIIEIIHO TUHTOBATh APYTYIO MallluHy
Nzyunts Bo3mMoxxHOCTH KOMaH 6l PowerShell
[TponuHroOBaTH JOMEHHBIE ajpeca:
yandex.ru
ya.ru
google.com
. google.ru
3amanne Ned
1.3yunTh BBIBOJ KOMAH/bI arp -a
2.00bacHUTH ouemy He Bce [P agpeca npuCyTCTBYIOT B CIIMCKE
3.M3y4nTh BO3MOXKHOCTH KOMAaH/ bl
3aganne Ne5
1.YcranoButs aapec nuio3a 192.168.32.1
2.Ilponunrosars 10.2.0.1
3.00BsACHUTH pE3yIbTAT
4.YcranoBuTth aapec uuio3a 192.168.24.100
S.IIponunrosats 10.2.0.1
6.00bACHUTH pe3yIbTaT
3ananue Ne6
N3menuts IP agpeca cepsepoB DNS.
1.192.168.24.100.
Beimonuuts nslookup ya.ru
BemonaauTs nslookup ya.ru 192.168.24.100
OOBSACHUTD PE3yIbTATHI
10.2.0.1
Beimonuuts nslookup ya.ru
BeimoaauTs nslookup ya.ru 10.2.0.1
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8. TEMATHUKA KYPCOBbBIX, KOHTPOJIbHbBIX PABOT, PE®GEPATOB

8.1 KoutponpHbie paboTel u pedeparsl HE MNPEayCMOTPEHBI YYEOHBIM TUTAHOM
JUCLUTUIMHBL.

8.2 IIpumepHasi TeMaTHKa KyPCOBBIX PadoT:

1. ITpo6GneMbl SHEPreTUYECKOTO CKPBITUS peueBOil nH(popMauy B Tele()OHHBIX JIMHUSIX
CBSI3M U MPUHIIMIIBI KX PELICHUS.
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AHanu3 3J1eKTPOMAarHUTHBIX KaHAIOB YTEUKH WH(POPMAIIHH.
AHanm3 akyCTUYEeCKMX KaHAJIOB yT€YKU UH(OpMAIUH.
Ananus 3¢ (peKTUBHOCTH UCIIOTIB30BAHUS (PU3NUECKUX CPEJICTB 3aIUTHI.
[TpuHIMIIBI OOHAPYKEHUS U JIOKAJIN3ALUHU PaJN03aKIaI0K.
CpaBHUTENBHBIN aHAIN3 XapaKTEPUCTUK CPECTB OOHAPYKEHUS PaIH03aKIIaI0K.
Onrtuueckre KaHaubl yTeUKH HHPOPMALMHU U UX JIOKATU3aLHUs.
Peanuzanus 3amuTel uHGOpMaLuu oT yreuku yepe3 [IDMUH.
9. IlpenorBpamieHue yTedku HHGOPMAIMK MO LEMSAM IEKTPOIIUTAHUS U 3a3EMIICHUSL.
10. Crioco06bl yBenu4YeHHs AaJbHOCTH CKPBITHOTO HAOMIONEHUS B ONTUYECKOM BUIUMOM
1 nH(MpaKpacHOM Arana3zoHax.

e A e

8.2.1 IIpaBuia opopmiieHHus1 KypcoBbIX padboT

TpeboBanust K KypcoBbIM paboTam il CTYJEHTOB OTPaKE€HbI B Y4€OHO-METOANYECKOM
nocobun: MeTtoauueckue YyKa3aHHs [0 HAlMCAaHUIO KYpPCOBBIX M JUIUIOMHBIX pPaboOT Juis
CTyAeHTOB cnenuaibHocTH «KommnbroTepHas G6e3omacHocTs» / A.C. Anapees, A.M. VBaH10B,
C.M. ParneeB.— VIILSIHOBCK: val'y, 2017. — 40 C.
URL:ftp://10.2.5.225/FullText/Text/Andreev_2017.pdf.

9. IEPEYEHb BOITPOCOB K DK3AMEHY
Knaccudukanms aromarusupoBanubix cucteM (AC)
WupopmanoHHble TEXHOJIOTUH, UCTIOTIb3yeMble B AC
Kusaenneni mukia AC
OcHOBHBIE YTpO3bl O€30MACHOCTH HH(OPMAIIMK B aBTOMATU3HPOBAHHBIX CUCTEMAX
OrtkazoycroiunBocth AC
OcCHOBHBIE TIOHATHS U KJIacCU(UKAIUS 3AIUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM
[TonsaTus nadopmanum 1 HHPOPMALMOHHBIX pecypcoB. [Ipenmer 3auuTsl HGOpMaK
[onarue nHpopMamoHHOK O6e30MacHOCTH
. [lonarue nmonutrku nHGOPMAITMOHHONW 0€30MMaCHOCTH
10. Ionstue cuctembl 3amuThl uHGpopMarmu. OCHOBHbIE TOJOXEHHUA O€30IacHOCTH
aBTOMAaTH3UPOBAHHBIX CHCTEM
11. TpexsranmHast pa3paboTka Mep IO OOECIEeYeHHIO O€30MacCHOCTH aBTOMATH3UPOBAHHBIX
cHCcTeM
12. Cragust BeIpaOOTKH TpeOOBaHMIMA
13. Cranust onipeiesieHusi ClIOCOOOB 3aIUTHI
14. Cragus onpeneneHus GyHKUUH, MPOLENYpP U CPEACTB OE30MACHOCTH, PEAIN3yEMBIX B BUJIE
HEKOTOPBIX MEXaHU3MOB 3aIlUTHI
15. OcHoBHbIE IPUHLINIIBI o0ecrieyeHus MH(POPMAIIMOHHOMN 0e3omacHOCTH B
aBTOMATU3UPOBAHHON CUCTEME
16. IlpuHUUIIBEL, TO3BOJIAIOIINE PEATN30BaTh NOJI0XKEHUS 10 3auuTe AC
17. ¥Yrpo3sl 6e30naCHOCTH HH(POPMALIUY B 3aILUIIEHHBIX aBTOMAaTU3UPOBAaHHBIX CUCTEMaX
18. Ba3oBbie mpu3HaKkK yrpo3 nHpopMannoHHoi 6e3zonacHocT. Knaccudukanus yrpo3
19. YpoBHH pocTyna K 3amuiaeMoi nHGopMaIuu
20. Toxxonsl k obecriedeHn o 3auuThl nHpopMmaru. CepBUCH GE30MTACHOCTH
21. Buasl ayrenTudukamnuu. [Ipodiema HaiexKHOM ayTeHTH(DUKAIIMK U ITYTH €€ PeIIeHUS
22. CpezacrtBa M METOJbI XPaHEHHUS ATAJOHHBIX KONUM ayTEeHTH(PHUKAIIMOHHON HH(OpMaIK
23. CpenctBa 1 METOBI 3AIUTHI OT KOMIIPOMETAIIMH U TTOA00pa mapoJei
24. TpeGoBaHus K 3aIIUTE KOMIIBIOTEPHOM HHpOpMALIUN
25. HopmatuBubie nokymentsl DPCTOK, permameHTupyromme 3ammTy HWHQOpManuu Ot
HECaHKIIMOHMPOBAHHOTO JOCTYIIA

O XN A WD =
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26. OCHOBHBIE OJCUCTEMBI U TPYIIIBI MEXaHU3MOB 3aIuThl AC

27. TlocnemoBaTenbHOCTH U COMEepKaHue ITanoB pa3padbotku AC

28. MeTtozsl M cpescTBa pa3pabOTKH aBTOMATU3UPOBAHHBIX CUCTEM U MOJICUCTEM 0O€30MaCHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM

29. Metoasl U cpelacTBa OOECIEYEHUs OTKA30yCTOMYMBOCTH AaBTOMATHU3UPOBAHHBIX CHCTEM.
Kputepun onenku 3amuimeHHoctd AC

30. Meroasl obecnieuenus nHpopmanmronHoi 6ezonacHoctd AC. Opranuzanus KOJUIGKTHBHON
pa3paboTku nporpammHoro obecrneuenuss AC

31. IIpoextupoBanue 3amuieHHbIX AC. OCHOBHBIE METOABI IPOEKTHPOBAHMUS

32. OCHOBBI BEJICHHSI KOHCTPYKTOPCKON JTOKYMEHTAIUU

33. Crpykrypa 1 cofep>KaHue TEXHUUECKOTO 3a/IaHuUs

34. Tloctpoenne komruiekCHOM 3amuThl AC. OCHOBBI TPOCKTUPOBAHUS KOMITJIEKCHON 3alUThI
uHpopmannoHHoi 6ezomnacHoctr or HC/J

35. Atrecranuas AC mo TpeboBanmsiM Oe3omacHOCTH. Cojep’kaHHe€ OCHOBHBIX JIOKYMEHTOB,
ONpEACISAIOINX LU, 3a1a4H, TOPSIIOK IPOBEAEHUS aTTECTAL[UI

36. Ocobennoctu skcruryatanuu AC Ha 00BEKTE 3aIIUTHI

37. OpraHusanus TEXHHYECKOT0 00CTyKUBaHUA 3aMIeHHbIX AC

38. AnmapaTHO-IIpOrpaMMHBIE CpecTBa quarHocTuku AC

39. IIpoTokobl ayTeHTU(DHUKAIIMH Ha IPUKIATHOM YPOBHE

40. TIpoToxoiibl ayTeHTH(HUKAIIMK HA TPAHCIIOPTHOM YPOBHE

41. JlocroMHCTBA M HEAOCTATKU ayTEHTU(PUKALIMK HA PA3IUYHbIX YpoBHAX Mozenu [SO/OSI

42. 3amaun anmuHuctpupoBanus nojacucrem AC. Cpencta anmuHuctpupoBanus AC

43. Hacrpoiika cereBoi moacucTemsl 3amuiieHHon AC

44. Tlpuanmns! GYHKIMOHUPOBAHUS HHPOPMAIIMOHHBIX cepBrUCcOB AC

45. YcraHOBKa U HAacTpoiika paboThl HHPOPMAMOHHBIX cepBUCOB AC

46. YnaneHHOE aAMUHUCTPUPOBAHUE KOMITOHEHTOB AC

10. CAMOCTOATEJIBHAS PABOTA CTYJAEHTOB

HasBanue pa3znenoB u tem | Bua camoctosiTenbHON O6bem B | Dopma KOHTPOJIS

paboThI gacax
Pazne 1. [loHATHS ¥ CYIIHOCTH 3aAIIUIEHHBIX ABTOMATH3HPOBAHHBIX CHCTEM

Tema 1. OcHoBHble TOHS- | [ToArOTOBKA K JIEKIIUH, Tectbl nepen

THA U Kj1accuuKaius | TOAroTOBKA K cAavue 4 JIEKINEH, SK3aMEH

3allUIIEHHBIX aBTOMATH3U- | K3aMEHa

poBaHHBIX cucteM (AC)

Tema 2. OcnHoBbl 3amuThl | [ToAroToBKa K JIEKIUH, Tectbl nepen

nH(popMallud B 3allUIIEH- | OATOTOBKA K cllaye JIEKINEH, SK3aMEH

Hbix AC JK3aMeHa 4

Tema 3. VYrpossl | [Iogroroska k jekuuu, Tectsl nepen

0€30MacHOCTH uHOp- | TOArOTOBKA K CEMUHApY, JIEKIMEH, BOMPOCHI HA

Maruu B 3anuieHHeix AC | mabopaTtopHbIM paboTam, 6 naboparopHoit
MIOATOTOBKA K cllaye pabote, sKk3aMeH
HK3aMeHa

Tema 4. Ilporpammuo- | [loaroroBka K Jekuuu, 6 Tectsl Iepen

TEXHUYECKUU YPOBEHb | NOATOTOBKA K CEMHHApY, JIEKIMEHN, BONPOCHI HA

dopma A
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3amutel AC 71abopaTopHBIM paboTam, nabopaTopHOI

IMOATOTOBKA K CHa4e
JK3aMeHa

paborte, PK3aMeH

Pazgen 2. O0mue NpUHUMIIBI POEKTUPOBAHMS M Pa3padOTKM 3aIMIIEHHBIX
ABTOMATHU3HPOBAHHBIX CHCTEM

IMOATOTOBKA K CHa4e
JK3aMeHa

Tema 5. Ocnogsl | [loaroroBka K JIeKIuH, Tectbl nepen
OpraHm3ai  pa3pabOTKH | MOATOTOBKA K cllaye 4 JIEeKINEH, 3K3aMeH
samueHHeIx AC JK3aMeHa
Tema 6. O6mue npunnumel | [ToaroToBKa K JIEKIUH, Tectsl iepen
MPOCKTUPOBAHUS MOATrOTOBKA K cllaue 4 JIEeKINEH, 3K3aMeH
samumeHHeIx AC JK3aMeHa
Tema 7. OcHoBbl 3kcmny- | [loaroroBka k Jekuuu, Tectsl epen
ataruu 3amunieHasprx AC MOATrOTOBKA K CEMUHApY, JIEKIIMEH, BOIIPOCHI HA
1abopaToOpHBIM paboTam, 6 naboparopHoit
MOJrOTOBKA K cJjaue pabote, sKk3aMeH
HK3aMeHa

Tema 8. Kpunrorpa- | [ToaroroBka k JieKIuu, Tectsl iepen

bugeckue MPOTOKOJIBI | TOATOTOBKA K CEMHUHApY, JIeKIMEH, BOMPOCKHI HA

obecrieueHrs 6€30MacHOCTH | JTabOpaTOPHBIM paboTam, 6 nabopaTopHOU
MOJTOTOBKA K cl1aue pabote, SK3aMeH
JK3aMeHa

Tema 9. OcHoBbl aamuHu- | [ToAroToBKa K JIEKIUH, Tectbl nepen

ctpupoBanusi AC MOArOTOBKA K CEMUHApY, JIEKIIMEH, BOIIPOCHI HA
1abopaToOpHBIM paboTam, 14 nabopaTropHoit

paborte, PK3aMeH

dopma A
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11. VYEBHO-METOJIWYECKOE 1 HTH®OPMAIIMOHHOE OBECITEYEHUE
TACIATITAHBI

a) CniMcok peKoMeHyeMoil JIUTepaTyphbl:
OCHOBHAasi

1. llanerun, B. ®. HWudbopmammonHas Oe30macHOCTh M 3amuTa WHOOpPMAIUU
/ ansrun B. ®@. - Mocksa: JIMK IIpecc, 2014. - 702 c. - ISBN 978-5-94074-768-0. - Tekcr:
AJICKTPOHHBIN /l ObC "KoncynpTant CTyneHra': [caiiT]. - URL:
https://www.studentlibrary.ru/book/ISBN9785940747680.html

2. CyBopoBa, I'. M. HMudopmanronHas 06e30mMacHOCTh : yueOHOE TocoOue st By30B /
I'. M. CyBopoBa. — 2-¢ u3f., nepepad. u gomn. — Mocksa : U3narensctBo HOpaiit, 2023. —
277 c. — (Bwicmiee obpazoBanme). — ISBN 978-5-534-16450-3. — TekcT : 370eKTpOHHBIA //
ObpazosarenbHas iatdopma KOpaiit [caiiT]. — URL: https://urait.ru/bcode/531084

3. BuykoB, A.A. 3amura wuHpopManuu: y4yeOHOe TmocoOue 1S BY30B/
A. A. BuykoB. — 3-e u3n., mepepab. u gon. — Mocksa : H3garensctBo HOpaiit, 2023. —
161 c. — (Boicmiee o6pazoBanue). — ISBN 978-5-534-07248-8. — TekcT : 37eKTpOHHBINA //
Oo6pazoBarenpHast mwatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/512268

JAONMOJTHUTEIbHAaA

1 Munéxuna, O. B. HNHpopManmoHHBIE CHCTEMBI: TEOPETHUYECKHUE TPEANOCHUIKH K
nocTpoeHuto: yued. mocodue / Munéxuna O. B. - HoBocubupck: Uzn-so HI'TY, 2013. - 282 c. -
ISBN 978-5-7782-2220-5. - Tekct: snextponnsiii / 9bC "Koncynsrant crymenta': [calfT]. -
URL: https://www.studentlibrary.ru/book/ISBN9785778222205.html

2. Hexommepueckas nuntepHeT-Bepeus CIIC "KoncynpranTlnroc":

2.1 3akon Poccuiickoit ®enepaunu ot 21.07.1993 Ne 5485-1 «O rocynapCTBEHHOM
taiiae». - URL: http://www.consultant.ru/document/cons_doc_LAW_ 2481/

2.2 ®enepanbHbiii 3akoH oT 27 wmroms 2006 1. Ne 149 - ®3 «O6 wunpopmanuu,
UH(POPMALIMOHHBIX TEXHOJIOTHUAX u 0 3a1uTe UHPOPMALITN - URL:
http://www.consultant.ru/document/cons_doc LAW_ 61798/

2.3 JloktpuHa wuHpoOpMaMOHHON Oe3omacHoctu Poccuiickoit ®enepanuu  (Ykas
[Ipesunenta P® or 05.12.2016 N 646 "OO6 ytBepxnenun JloKTpuHBI WHGOOPMAITMOHHON
0€3011aCHOCTH Poccuiickoii Deneparun') - URL:
http://www.consultant.ru/document/cons_doc LAW_ 208191/

3. Mamok A.A., Beenenue B nHGOpPMAIIMOHHYIO 0€30MacHOCTh: Y4eOHOe mocooue s
By30B / A.A. Mamok, B.C. I'op6atoB, B.. Kopones u np.. [Tox pen. B.C. I'opbaTtoBa. - M.:
l'opsiuags nuuus - Temekom, 2011. - 288 c. - ISBN 978-5-9912-0160-5 - URL:
http://www.studentlibrary.ru/book/ISBN9785991201605.html

4. 3axapoBa, E. 5. Madopmanmonnsie cuctems! : yue0. mocodue / E. f. 3axaposa, O. B.
Munéxuna - HoBocubupck : Uzn-sBo HI'TY, 2010. - 126 c. - ISBN 978-5-7782-1535-1. - TeKCT
anektporuslt  //  OBC "KoncynpTant  cryaeHta" : [caiir]. - URL
https://www.studentlibrary.ru/book/ISBN9785778215351.html

yueOHO-MeTOoAuYecKast
1. HNBanmoB A. M. Meroaudeckue yKa3aHUs JUIsI CaMOCTOSATEIBLHONH PaOOTHI

CTYI[GHTOB 110 OUCLUIIIINHE «Pa3pa60TI<a nu BKCHHyaTaI_II/ISI aBTOMaTI/I3I/IpOBaHHBIX CUCTEM B
3alUIIEHHOM HMCIOJHEHUW» ISl CTYJEHTOB crenuanuteTa no crneruaibHoctu 10.05.03 ounoit
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¢dopmbl 00yuenust / A. M. HUBannos; YalI'V, ®DMUNAT. - Yubsunosck: Yal'V, 2021. - 18 c. -
HeonybnukoBannsrii pecypce. - URL: http://lib.ulsu.ru/MegaPro/Download/MObject/1073 1

CornacoBaHo: }
Benymmuii cnermmanuct Hb Val'y / Tepexuna JLLA. / ‘-/Z’/\/ _/ 04.05.2023 /
JIOJDKHOCTB COTPYAHMKA HAyIHOU OMOIMOTEKH DUO ToJmHCh nata
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0) [IporpammHoe o0ecnieueHne
- onteparmonHas cpena OC Windows/ Anst PaGouas cranmus §;
- Microsoft Office / MoiitO¢duc CtanmapTHBIN.

B) IIpodeccuonasbHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI
1. D1eKTPOHHO-0UO0JINOTEYHbIE CHCTEMBbI:

1.1. Iudposoii obpazoBaTenbHbi pecypc I[PRsmart : s1nexkTpoHHO-OMOIMOTEUHAS
cucremMa : cabt / OOO Kommanus «Au Ilu Ap Menmma». - CapatoB, [2023]. — URL:
http://www.iprbookshop.ru. — Pexum moctyna: /s 3apeructpup. noib3oBareneid. - Teker :
3JIEKTPOHHBIMN.

1.2. O6pazoBarensnas mwiatrhpopma FOPAMT : oGpasoBaTenbHbIl pecypc, dIeKTPOHHAs
6ubamorexa : caiit / OO0 DrekrponHoe H3maTenbetBo «FOPAUTY. — Mocksa, [2023]. - URL:
https://urait.ru. — Pexxum goctyna: Juist 3aperucTpup. mojib3oBarenei. - TeKCT : 3JeKTpOHHBIH.

1.3. ba3a nannbpIx «nexkTpoHHas oubnmoreka texaudeckoro BY3a (3bC «KoncynpTanT
CTYZCHTa») : NEKTPOHHO-OMOIMoTeyHas cuctema : cailt / OO0 «llonmurexpecype». — Mocksa,
[2023]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexum gocryma: mis
3apPETUCTPUP. MOJIb30BaTENEH. — TEKCT : JIIEKTPOHHBIN.

1.4. KoHcynbTaHT Bpada. DJIEKTPOHHAs MEIUIIMHCKAs: OnOmoTeka : 0a3a JaHHBIX : calT /
OOO «Bspicmiag mKojsa OpraHuM3allMd W YOPaBIEHUS 3ApaBoOXpaHEeHHEM-KOMIUIEKCHBIN
MEIUIIMHCKUN KOHcanTUH». — MockBa, [2023]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: IJIsl 3aPETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonbmias MegunHCKas OMOIMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CaT /
00O «bykam». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.6. ObC Jlanp : snexTpoHHO-OMOMMOTEeuHast cuctema : cakt / OO0 DbC «Jlaab». —
Canxrt-Ilerepoypr, [2023]. — URL: https://e.lanbook.com. — Pexxum goctyna: mjst 3apeructTpup.
I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.7. OBC Znanium.com : 3JeKTpoHHO-OMOMHoTeuHas cucrema : caT / OO0 «3HaHUYMY.
- Mocksa, [2023]. - URL: http://znanium.com . — Pexum ngoctyma : Ui 3aperucTpup.
MoJb30BaTeNe. - TEeKCT : 3JIEKTPOHHBIH.

2. Koncyabsrantllimioc [DnekTpoHHBIN pecypc]: cripaBodHas npaBoBas cucrema. / OO0
«Koncynprant [Tntoc» - Dnektpon. nad. - Mocksa : KoncynsrantlImtoc, [2023].

3. ba3bl JaHHBIX NEPUOTUYECKUX U3TAHUIN:

3.1. eLIBRARY.RU: nayunas snektponHas OubOmuoreka : caiit / OOO «Hayunas
OnektponHas bubnmoreka». — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum nocrtyna :
JUIsL aBTOPHU3. TOJIb30BaTeNel. — TEKCT : 3JIEKTPOHHBII

3.2. DnextponHas 6ubimoteka «M3marensckoro goma «I'pedernukoB» (Grebinnikon) :
anekTpoHHass Oubmumoreka / OOO W] «I'pebennukoB». — Mocksa, [2023]. — URL:
https://id2.action-media.ru/Personal/Products. — Pexxum mgoctyna : yisi aBTOpHU3. MOIB30BaTENCH.
— Tekcr : 3JEeKTPOHHBIN.

4. @enpepanbHas TrocylapcTBeHHas wuHGoOpManroHHas cuctemMa «HarmmonanpHas
3IIEKTPOHHAst OMOIMOTEKaY : ANeKTpoHHast Oubanoreka : caidt / ®I'BY PI'b. — Mocksa, [2023]. —
URL: https://H36.pd. — Pexxum noctyna : ajis moiab3oBareiieil HayqyHOU OmOimoTeku. — TeKcT :
AJIEKTPOHHBIN.

5. Poccwuiickoe o6pa3oBanue : penepanpHbiii mopran / yapeautenb OI'AY «DULTO». —
URL: http://www.edu.ru. — TeKcT : 371€KTPOHHBIH.
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MuHmcTepCcTBO HAyKH M BbIciero oopasoBanus PO
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VY I1pSHOBCKMI FOCYAaPCTBEHHBIH YHUBEPCUTET

®-Pabouas mporpaMma Mo JUCIUIIINHE

6. DnexTpoHHast 6ubnuoreynas cucrema Yiul'V : Moaynb «DleKTpoHHas OUOIHOTEKa»
ABUC Mera-ITPO / OO0 «/lara Oxcnpecc». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JUIS TTOJIb30BaTesel HayqYHOH OnbmuoTeku. — TeKCeT : 3JeKTPOHHBIN.
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®-Paboyas nporpaMma o JUCHUIUINHE

12. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JJUCHUIIJINHbI:
AyauTopun I TIPOBEACHUS JICKIIUHA, CEMHUHAPCKUX, JTA0OpATOPHBIX 3aHATHN: 2/26,
3/316, 3/317, 2/246.
Ayautopus 2/240 yKOMIUIEKTOBaHA CICIHAIM3UPOBAHHOW MeOenblo, yueOHOM TOCKOH,
HMCIOTCA MYJIbT My.HBTHMGI[HﬁHBIG CpeacTtBa: KOMIIBIOTCPp HW TMPOCKTOP, HUCHOJB3YIOTCA
MynbTUMeAniTHBIE TexHonoruu. MS Office, Internet Explorer, Power Point, MS Excel.

13. CIIEIJMAJIBHBIE YCJIOBUA JJIs1 OBYUYAIOIIUXCA
C O'PAHUYEHHBIMU BO3MOKHOCTSAMMUA 3/10POBbS

B cnyuae HeoOXogumocTH, oOydarolMMcs M3 4YHMCIa JIML € OTrPaHUYEHHBIMU
BO3MOXHOCTSIMH 3/10pOBbsSI (110 3asBJICHUIO OOYyYaromIMMCS) MOTYT MpeajaraTbCs OJHU U3
CIIEAYIOUIMX BapUaHTOB BOCHPUATHS MHQOPMAIMM C YYE€TOM HUX HHIUBHIYaJIbHBIX
NCUXO(PHU3UUECKUX BO3MOKHOCTEH:

— U1 JMI ¢ HapyUIeHHeM 3peHus: B (GopMe DIEKTPOHHOTO  JTOKYMEHTA,
WH/IMBU/yallbHbIe KOHCYJbTAllUU C MPUBJICYEHUEM TU(IIOCYPIONIEPEBOAUNKA, HHANBUYaIbHbIE
3aJaHusl 1 KOHCYJIbTAIHS,;

— JUIS JIMII ¢ HAapyIIEHHEM CiIyXa: B (popMe 3JIeKTPOHHOTO JJOKYMEHTa, MHIUBUAyalIbHbIC
KOHCYJNbTAallMM € TPHUBICYEHUEM CYpAONEPEBONYMKA, HWHAWBUAYAIbHbIE 3aJaHui U
KOHCYJIbTaIHS,;

— JUI JIMI C HapylIEHHEM OIOPHO-IBUTATEIILHOTO ammapara: B (opMe 3JIEKTPOHHOTO
JIOKYMEHTa, UHIUBUAyaJIbHbIC 331aHUS U KOHCYJIbTALUS.

B cirydae HE00X0IUMOCTH HCIOJIb30BaHUs B y4eOHOM nporecce
YACTUYHO/UCKIIIOUUTENBHO JUCTAHIMOHHBIX 00pa30BaTeIbHbIX TEXHOJIOTUH, OpraHU3alysl
pabotsr IIIIC ¢ oOyuarommmucs ¢ OB3 u MHBamMAaMu NpEIyCMaTPUBACTCS B DJICKTPOHHOM
MH(POPMALIMOHHO-00pa30BaATENbHOM Cpefie C yYeTOM UX HHAMBUAYAIBHBIX MCUXO(PU3NUECKUX
OCOOCHHOCTEH.
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11. YYEBHO-METOJUYECKOE U UH®OPMALIMOHHOE OBECIEYEHHUE
JACIUATLITAHBI

B) [IpodeccuonanbHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DJ1IeKTPOHHO-0U0IHOTEYHbIE CUCTEMBI:

1.1. Iludposoii obpazoBatenbHbIil pecypc IPRsmart : anexTpoHHO-O0MOIMOTEYHAS CCTEMA

caur / OOO Komnanusa «Au Ilm Ap Meagma». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexum moctyna: s 3apeructpup. noib3oBareneid. - Teker :
3JIEKTPOHHBIMN.

1.2. O6pazoBarensnas mwiatrhpopma FOPAMT : oGpasoBaTenbHbll pecypc, dIEKTPOHHAs
6ubamorexa : caiit / OO0 DrekTporHOe H3maTenbeTBO «FOPAUTY. — Mocksa, [2024]. - URL:
https://urait.ru . — Pexxum octyma: ajist 3aperucTpyp. Mojib30BaTesei. - TeKCT : AIeKTPOHHBIN.

1.3. ba3a nannbpIx «2nexkTpoHHas Oubnmoreka texaudeckoro BY3a (3bC «KoncynpTanT
CTYACHTa») : NEKTPOHHO-OMOMMoTeyHas cuctema : cailt / OO0 «llonmurexpecype». — Mocksa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum goctyna: ajis 3aperucTpup.
[I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.4. KoHcynbTaHT Bpada. DJIEKTpOHHAs METUIIMHCKAs: OnOimoTeka : 0a3a JaHHbBIX : cauT /
OOO «Bspicmiag mkojsa OpraHuM3allMd W YOPaBIEHUS 3ApaBoOXpaHEeHHEM-KOMIUIEKCHBIN
MEIUIIMHCKUN KOHcaaTUHI». — MockBa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: IJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonpmias MeguinHCKas OMOTMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O «byxkam». — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum noctyma:
JUISL 3apETUCTPUP. MOJb30BaTENEh. — TEKCT : JJIEKTPOHHBIN.

1.6. OBC Jlansb : anekrporHO-0ubIHOTEUHAas cucteMa : caidT / OO0 DBC «Jlauby. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum mocTyma: st 3apeructpup.
II0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.7. 3BC Znanium.com : 371eKTpoHHO-OMOHOoTeuHas cuctema : cat / OO0 «3HaHmyMY.
- Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngoctyma : Ui 3aperucTpup.
MoJb30BaTeNe. - TEeKCT : 3JIEKTPOHHBIH.

2. Koncyabsrantllimioc [DnekTpoHHBIN pecypc]: cripaBodHas npaBosas cucrema. / OO0
«Koncynprant [lntoc» - Dnektpon. nad. - Mocksa : Koncynsrantllntoc, [2024].

3. eLIBRARY.RU: nayunas snextpoHHas Oubimoreka : caiit / OOO «Hayunas
OnektponHas bubmuoreka». — Mocksa, [2024]. — URL: http://elibrary.ru. — Pexxum noctyna : s
aBTOPU3. NIOJIb30BATENEH. — TEKCT : DIEKTPOHHBIN

4. M@enepajbHasi rocyaapcrseHHass uHpopManuoHHas cucrema «HanumoHnanbHas
3J1eKTPOHHAs1 OUOIMOTeKay : dNIeKTpoHHAasA OnbimoTeka : caiit / ®I'BY PI'b. — Mockaa, [2024].
— URL: https://a36.pd. — Pexxum noctyna : s monbp3oBarenell HayqdHou OnbmnoTexu. — Tekcr :
AJIEKTPOHHBIN.

5. Poccuiickoe o0pa3zoBanue : henepanpHbiii nopran / yapeautenb OI'AY «DULTO». —
URL: http://www.edu.ru. — TekcT : 371€KTPOHHBIH.

6. daexTponHasi onbauoTeunasi cucrema Yal'y : Moayns «3nekTpoHHas OMOIHOTEKA»
ABUC Mera-ITPO / OO0 «Jlara Dkcmpeccy». — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JJIsl TIOJIb30BaTeNield HayqYHOU OMOMMOTekH. — TEKCT : AJIEeKTPOHHBIN.

/]
CornacosaHo: / ( Y £
__ Wnwenep eaymumii  / Hlypenxo [0.B. /P A / 04.05.2023

Jlomaxnocts corpyannka YHTT (BHO IIU,'{L])L‘I; nara


http://www.iprbookshop.ru/
https://urait.ru/
https://www.studentlibrary.ru/cgi-bin/mb4x
https://www.rosmedlib.ru/
https://www.books-up.ru/ru/library/
https://e.lanbook.com/
http://znanium.com/
http://elibrary.ru/
https://%D0%BD%D1%8D%D0%B1.%D1%80%D1%84/
http://www.edu.ru/index.php
http://www.edu.ru/
http://lib.ulsu.ru/MegaPro/Web

